Role of Cybersecurity In
Digital Transformation.
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e DIGITAL TRANSFORMATION

Leverage emerging technologies to build new
business systems, business models, consumer
& employee experience

e DIGITALIZATION

Improve business processes by
leveraging digital technologies

e DIGITIZATION

Transition from analog
to digital




Digital Transformation
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Digital Transformation
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Technology is one of the main elements of Digital Transformation
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Technology can never survive without Cybersecurity
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Cybersecurity
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* |s the practice of protecting systems, networks, and data
from unauthorized access, use, disclosure, disruption,
modification, or destruction.



Cybercrimes
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Because the online world is so interconnected, everyone is a target
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If just one of your accounts gets breached, criminals can use it to breach others

Criminals may target personal accounts and data to breach corporate ones, and vice versa
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Fraud and identity theft doesn’t just affect an individual; it can affect your family, friends, coworkers, and
business.
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Global Cybercrime Damage by 2021

kk‘\ $16.4

Billion per day

$684.9

Million per hour

$11

Million per minute

$190,000

Per second







17 BIGGEST DATA BREAGHES EVER
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TOP 10 COUNTRIES EXPERIENCING CYBERATTACKS IN Q4
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UNITED STATES
JAPAN

BRAZIL
CANADA
AUSTRALIA
MEXICO

KOREA

CHILE

INDIA

PERU

Highest 10
Countries of Being
attacked
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Cybercrimes
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The WannaCry ransomware attack

In 2017, the WannaCry ransomware attack
affected over 200,000 computers in over 150
countries. The attack targeted hospitals and
other healthcare organizations, causing
significant disruption to patient care.
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What Happened to My Computer?

Y our important files are encrypted

Marry of your documents, photos, vwdeos, databases and
accessibie because they have been encrypted. Maybe w
i way 10 recover your hies, but do not waste your time. Nol
ent will be raised on files without our decryption service
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Mo e Can | Recover My Files?
e Sure We guarantee that you can recover all your files s:
have not so enough time )

You can try to decrypt some of your files for free Try no

files will be lost on If you want to decrypt all your files, you need to pay

192017 16:25:02 You only have 3 days lo submi the payment. Afer that

Also, f you don't pay in 7 days, you won? be abie to reca
Time Left
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Send $300 worth of bitcoin to this
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Check Payment
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Drug Infusion Pumps

" ==l
— ol
: ’ °

0000 | 3

Medfusion 4000
Wireless Syringe Infusion Pump

Medfusion 4000



NEWS

Chrysler recalls 1.4 million
hackable cars
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Jeep Cherokee Hacking Test
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United Airlines awards hackers
millions of miles for revealing risks




Bristol Airport Attack 2018 (ransomware)

Ransomware Attack Hits Bristol Airport,
Flight Display Screens Went Offline

By GURUBARAN S - September 17,2018 LN
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Marine Digital Q

National Information Loss
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€he New York imes

‘Dangerous Stuff’: Hackers Tried to Poison
Water Supply of Florida Town

For years, cybersecurity experts have warned of attacks on small

Hot Topics  LIVE UPDATES: Cuoma faces third accuser

U.S.PolMciMo\ﬁCOpilion Business Entertsinment Sports Lifestyle TV FoxNation LUsten More :

municipal systems. In Oldsmar, Fla., the levels of lye were
FLOR0A - Published February 17

Florida water plant cyberattack:
Senate Intel chair seeks answers

Senate Intelligence Chairman Mark Warner has sent a letter to FBI and EPA

By Stephanie Pagones, Jennifer Griffin | Fox News oooooo Fox Ne w |

changed and could have sickened residents.
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MORNING

Hack on Florida water facility exposes fragility of US infrastructure n\', ; ".
FOX News national security comrespondent Jennifer Griffin joins Special Report with latest on cyberattack
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HOW THE
BIGGEST HACK
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SOLARWINDS CYBERATTACK
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= Treasury Department

= Commerce Department

= State Department

* Homeland Security

= Pentagon

* Department of Energy, Nuclear Security Administration
= FireEye - Cybersecurity firm

= Microsoft - Technology giant
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Operation Oly mpic Games (2006-2012)
(1st formal offensive cyber compaign, against a country)

Iran’s Inductrial Control Systes

I c;)llaboration ‘with
IDF Cyber Unit 8200




Role of Cybersecurity
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*Protecting data and intellectual property
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*Ensuring the availability of systems and applications
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*Maintaining the integrity of systems and data
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*Protecting against cyberattacks
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Methodology Of Applying Cybersecurity
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Top Management Approval
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Implement a security framework
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Conduct regular security assessments
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Train employees on cybersecurity
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NIST /
Cybersecurity ‘
Framework
' IASME
SCAP Governance

Security R e
ecurity
Frameworks

Frameworks
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Cybersecurity Security Standards

Standard Security Data Industry Card Payment (PCI-DSS)
27001:2013 ISO/IEC

Health Insurance Portability and Accountability Act (HIPAA)
Sarbanes Oxley Act (SOX)

Federal Information Security Management Act (FISMA)
General Data Protection Regulation (GDPR)

Data Protection Act 2018 (DPA)
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